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Blockchain: Fundamentally changing business processes
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Ledgers
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Why do we need 

Blockchain?

AssetsEcosystem for 

Exchange.

Blockchain will do for 

transactions what the 

Internet did for information



What is driving Blockchain?
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Market Opportunity

The race is on to build winning business models through 
digital ecosystems

$3.1T

Blockchain Business 

value created by 2030.1

8x

Network orchestrators 

(Airbnb, Uber, Netflix, etc.)

grow revenue faster with 8x

market value multiplier.2

2%

Only about 2% of 

business uses new 

digital business models.2

1. Gartner (March 2017).

2. The Network Imperative: How to Survive and Grow in the Age of Digital Business Models  by Barry Libert

(2016) 7
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Blockchain for Business

– The first blockchain application

– Defines an unregulated shadow-currency

– Resource intensive

• Blockchains for business are generally 

permissioned and private, and prioritize:

– Identity over anonymity

– Selective endorsement over proof of work

– Assets over cryptocurrency

is an example of an 

unpermissioned, public ledger:
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IBM Blockchain

IBM Confidential9

IBM Strategy: 
Transforming Industries & Business Processes with Blockchain

IBM Blockchain 
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Ledgers
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Blockchain for Insurance
AssetsEcosystem for 

Exchange.
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Fraud and Disputes
Multiple versions of truth

Challenges in Insurance Industry

Significant Under-insurance
Across regions and classes of business

The Era of the “Customer”
Customer’s needs have changed

Frictionless Risk Transfer
Less frictions make healthier network



Entire value chain is ripe for automation 
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Insured Insurer Reinsurer Retrocession
Capital 

Markets

Transaction flow across multiple layers of counterparties within the 
“Digital Vault” enabled by Smart Contract & Blockchain

Smart 
Contract

Blockchain



Risk underwriting
Policy/Premium 
Management

Claims 
Handling

Financial 
Settlement

Contract 

(un) certainty 

and identity 

management

Manual processes, 

pairing and latency

Data duplication,  

inefficiency and

fraud risk

Settlement and

reconciliation

latency

Process

Challenges

Solutions

Immutable

contract logic with

digital validity

Dispute-less and 

self-executed IoUs

Central truth, 

event oracles and

smart contract

rules

Peer-to-peer, 

netting and 

frictionless

13

A Closer Root Cause Analysis
Process Friction Points



Blockchain in Insurance
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First Party Medical Claims Processing

Scheduled Personal Property Claims Processing

Property (Catastrophe) Claims Processing

Property Re-insurance Contract Administration

Property Re-insurance Claims Processing

Surety Insurance

Parametric Based Insurance
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Use Case 1: First Party Medical Claims Processing Summary 

Patient

Insurer

Bill Audit 
Provider

Medical Svc 
Provider

1
2

5

3

4
6

Patient

Insurer

Bill Audit 
Provider

Medical Svc 
Provider

Patient Medical Record; Claim; 
Explanation of Benefit

Regulator

1 Insured seeks injury treatment

2
Claim registered on blockchain. Electronic billing triggers smart 

contract to initiate bill audit and medical records release

3 Insurer requests bill audit, initiates medical records release

4 Bill audit provider supplies bill audit

5 Insurer generates payment to medical svc provider

6 Insurer generates EOB to patient

1 Insured seeks injury treatment

2 Medical svc provider registers claim with insurer

3 Insurer requests bill audit, initiates medical records release

4 Bill audit provider supplies bill audit

5 Insurer generates payment to medical svc provider

6 Insurer generates EOB to patient
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1
Serial number, description, photos, etc registered on blockchain when 

manufacturer builds guitar

2 Shipping info to dealer warehouse added to blockchain

3 Warehouse inventory control info added to blockchain

4 Electronic payment information is added when guitar is purchased

5
Smart contract initiates quote preparation based on market price to add 

scheduled item to homeowner policy

6 Quote accepted and new premium payment info recorded 

7 In each policy period, current value of guitar recorded

8 Police report registered by insured on blockchain

9
Claim registered on blockchain, smart contract validates claim using 

police report evidence

10
Value determined by limit or tracked value; Payment or replacement 

provided; Guitar tracking information updated

Dealer

Insurer

Manufacturer
1

2

5, 10

3

4, 7

6
Insured

Insurer

Police

Dealer/Buyer

Scheduled Personal Property; 
Police Report; Claim

Manufacturer

Buyer (Insured)

Police

8

9

Use Case 2: Personal Property Claims Processing Summary

1 Dealer provides custom guitar specification

2 Manufacturer ships to dealer warehouse

3 Buyer purchases guitar online

4 Buyer obtains quote from insurer

5 Insurer adds scheduled item to homeowner policy

6 After 3 policy periods, guitar is stolen and police report filed

7 Buyer files claim

8 Insurer verifies police report

9 Insurer determines payout or replacement

10 Insurer communicates claim determination to insured
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Insurer

Contractor

3

1

5

Insured

Insurer

Lien holder

Contractor

Claim; Property records

Trusted Data 
Source

Insured Lien holder

4

2

6

Use Case 3: Property (Catastrophe) Claims Processing Summary

1
Trusted data source provides weather data that can trigger smart 

contract to open a draft claim registration for roof damage automatically

2

Property records such as eagle view data/county auditor data/remote 

sensing images can be used to develop estimate to repair/replace and 

made available with the claim draft

3
Insured is notified within minutes of catastrophe of existence of claim 

draft

4 Lien holder provided visibility to claim if insured proceeds with the claim

5

Selected contractor has access to all claim detail including estimate of 

repair, makes challenges, provides validation and completes work with 

all transactions recorded on blockchain

6
Invoicing and payments recorded on blockchain upon validation of work 

by insured and lien holder

1
Insured discovers roof leaks after large hail storm and initiates claim for 

roof damage

2
Insurer uses policy and external data to evaluate roof area and develop 

estimate

3
Insurer provides claim determination of benefits and insured decides to 

proceed

4 Insurer notifies policy lien holder

5
Insurer exchanges claim resolution documentation with selected 

contractor and work proceeds to completion. 

6
Contractor invoices upon completion of work and is paid by insurer 

using check as instrument requiring lien holder endorsement
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Re-insurer A

Insurer

Claims; Reinsurance Contract 
and Financials 

Re-insurer B

Use Case 4: Property Re-insurance Contract Administration Summary

1
Primary insurer insures property owner and desires to reinsure unwanted 

exposure (limits or coverages) with facultative reinsurer

2
Reinsurance is obtained through either the direct and/or broker markets 

and reinsurance contract is completed

3 Initial and subsequent payments are made during policy period

4
Premium audit triggers adjustment of premium and reinsurance with 

appropriate adjustment for reinsurance premiums and claims due / 

payable
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Re-insurer

Insurer A

Re-insurance contract and 
financials; Claims

Insurer B

Use Case 5: Property Re-insurance Claims Processing Summary

1 Contract(s) for reinsurer is established with stated terms and conditions

2
Claims are reported and assignment to reinsurers is made based on the 

pre-established rules

3
Initial and periodic loss reports (paid, reserved, and covered loss 

adjustment expenses) are sent to reinsurers as agreed upon (e.g. death 

claims). Adjuster, legal and forensic information can be available

4
Claims payments, whether by insured or insurer or reinsurer that may 

impact premium payments, premiums and premium adjustments are 

created

5
Reserves or payments impacting the reinsurer trigger payment or 

collateral review initiated by one or more parties
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Use Case 6: Surety Insurance Summary

1
Today, Surety is a specialized form of insurance.  There tend to be a 

small number of transactions compared to other insurance products.

2

There also tends to be a very high risk for each transaction.  With 

Surety insurance, it is critical that the insurer make the right 

assessments. One error can be significant enough to be noted on the 

annual report.

3 Performance bonds can be extremely complicated and take months to 

define.

4

Use of a blockchain could streamline underwriting of performance 

bonds, reduce the cost of administering the bond, and improve 

outcomes.

5
Surety would be beneficial to all the participants in the blockchain 

making it a likely candidate for adoption.

6

There are several assets that need to be registered and managed in 

the blockchain.  Some of those assets should be shared with all 

parties. Some of the data may need to be protected and only shared 

with a few.
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Use Case 7: Parametric Based Insurance
Simplified

Contract 1

Parametric

Contract 2

Oracles
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Policy Mgmt

Application

Off-chain

/On-chain

Live Feed

Claims 

Mgmt

Application

Insured

Insurer

Parametric Defined Coverage 
Event

Event trigger 
confirmed by trusted 

source 

1
Parametric contracts are not related to actual loss, but to actual event 

occurrences or to certain index thresholds.

2

Smart contract, combined with event triggers from off-chain oracles 

(trusted and secure sources of information) can be used to partially or 

fully automate operation of these policies (eg. CAT swaps setup and 

payout at Allianz)

3

Off-chain oracles (such as IoT device events) are used to capture 

usage related to shared automobiles, homes, office spaces, etc and 

offer on-demand usage related policies.  This can give rise to a whole 

new class of on-demand insurance products.

1
All clauses in the parametric contract can be encoded using smart 

contract language

2
Blockchain keeps track of all claims. Smart contracts keep track of 

experience account and its maintenance

3
Insurer payouts and account adjustments are automatically performed 

based on event trigger confirmation by trusted source 
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Use Case 8: Financial Audit and Reporting

Blockchain

User

Certificate 

Authority

Blockchain 

Developer

Blockchain 

Network 

Operator

Traditional 

Data Sources

Blockchain

access to logic

access to 

data

creates 

application

s

operates

accesses 

security 

certificate

s

Regulator; 

Auditor

performs 

oversight

R U

D

O

✓

1

Financial audit and reporting is a side-benefit of holding shared assets 

such as contracts, claim detail, asset, liability and investment accounts 

within the insurance business network

2

By adding auditors as participants on an existing blockchain network, 

detailed reports and access to financial data can automatically be 

provided on a permissioned basis

3
Auditors have prescribed access to defined accounts and transactions 

with the ability to trace details of specifically targeted transactions in 

order to meet audit standards
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Use Case 9: Market Investments

1
Securities and associated transactions are placed on blockchain and 

the approved counterparties provided access

2

Securities are dematerialized on a blockchain network so that all 

approved parties  have direct access to that asset, allowing them to 

initiate trades and acquire information on an asset without going 

through layers of intermediaries.

3

Trades settled in near real time and all stakeholders  able to access 

asset information in near real time. Stakeholder able to add business 

rules on any given asset type, as one example of using automation 

logic to further reduce operating costs. 

4

Stakeholder able to add business rules on any given asset type, as 

one example of using automation logic to further reduce operating 

costs. 

Centralized Repository (today’s system)

Depository (assets dematerialized on shared ledger)

Shared Ledger

Participant Participant Depository
…..…

Participant

Trading 

Platform

Trade 

Repository

Custodian 

Bank
…..…

CCP

Counterparty 
investor

Insurer / 
Investor

Investment Investment market 
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Insurers are already using Blockchain technology within their operations

Collaborating with 

ConseSys and 

Blockapps to develop 

multiple blockchain PoCs

designed to show how 

distributed ledger 

technology could 

reinvent the established 

insurance industry.

Partnered with 

Everledger to explore 

blockchain technology. 

Used blockchain based 

smart contracts to 

automate catastrophe 

swaps and bonds, 

improving transaction 

processing and 

accelerating settlement 

of funds between 

insurers and investors

Highlighted blockchain to 

insurance market 

participants as part of 

their modernization plan 

called Target Operating 

Model (TOM). 

Micro insurance 

company that allows 

migrant workers in the 

U.S. pay for health/life 

insurance for family in 

Mexico, using blockchain 

technology for fraud 

protection.
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Demo
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Blockchain Insurance Application

• This project showcases the use of blockchain in insurance domain for claim processing. In this 
application, we have four participants, namely insurance, police, repair shop and shop peer.

• Insurance peer is the insurance company providing the insurance for the products and it is 
responsible for processing the claims. 

• Police peer is responsible for verifying the theft claims. 

• Repair shop peer is responsible for repairs of the product while shop peer sells the products 
to consumer.



Blockchain Insurance Application



Technical Deep dive
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Security

Traditional 

Data Sources

Traditional 

Processing 

Platforms
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Hyperledger Technical deep dive 

− Schema  



Hyperledger Technical deep dive 

− Retrieve data from the ledger  



Hyperledger Technical deep dive 

− Store data into ledger


