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- a5 UNENENgAT (Sravian 30 W)

- vié'nmsu,azmmiﬁugmﬁmmsmaaumziz‘uu (szozaan 1 2l 30 uni)
DBUNUNANNITUALITNTNAABUIIZTZUU (Methodology)
nslfruszuuURRns Kali Linux idesdu
wuzi1sEuUUURNIS Kali Linux 2023.1
wugthmsle Kali Linux ooedu (Uuziysa o, \A3nsile, Gqﬂﬁﬂé"aﬁjugm)

- Lwﬂﬁﬂnqss'ausfau%’aa&a (Information Gathering Techniques) (ss8ztian 1 e 30 W)
mﬂﬁﬂﬂmﬁumumwﬁagaﬁ’m Search Engine
mATANTALNUAIE NMAP Lag Zenmap
wuIN1sUeeiunNsaLAY

- madlauazlusunsududunnzdasing (Exploit) #a8 Metasploit Framework (szaziian 1 931u9)
wAlA Reverse Shell kay Bind Shell
ki Metasploit Framework
95U18N15LT9U Metasploit Framework
25UNUNISIHNU MSFVenom
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- nMslaudnedayanuluslnnaaniee (Transferring Files) (sveziian 1 Flaa)
wadlan1saneleuteyaniy FTP
wiatian1saneleutoyanie HTTP
wadlan1saneleuteyaniy Netcat

- nalla Password Attacks Tuguuuu Online Attack uag Offline Attack (szeziian 1 Falu)
MANNITRUAAINTHULAT AN
wuzilUsunsu John the Ripper
wuzduledidmiuns Crack Password
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- wé’nmiuazmmglﬁugwﬂIﬂumswmaaumzsswﬁu‘kaﬁ (svrnan 1 92lu)
a%maﬁugmmiﬁﬂmuﬁuaa HTTP Protocol
93U"8 HTTP Status Code
wuzilusunsy Burp Suit
weallANTsly Burp Suit éusunedeuazsyuuliulen

- NMINAFRURNZSEUUIUTYARNULULINIIVEY OWASP Top Ten 2021 (Szezhan 5 la)
A01:2021-Broken Access Control
A02:2021-Cryptographic Failures
A03:2021-Injection
A04:2021-Insecure Design
A05:2021-Security Misconfiguration
A06:2021-Vulnerable and Outdated Components
A07:2021-Identification and Authentication Failures
A08:2021-Software and Data Integrity Failures
A09:2021-Security Logging and Monitoring Failures
A10:2021-Server-Side Request Forgery

- Anvinwznisdasiudeanatunisleiuasiae Cyber WAR (svegiian 6 93lu9)
wuriNsgaUsEUU Cyber War
Hnvinwenisdesiuduanaiunislaueiag Cyber WAR
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- Wi AnwivhanudilauasnaaesuURmenies kuseuu Cyber WAR
% Fon1sdou U35818, LAB, Power Point, Video, White Board, Computer, s¢uU Cyber WAR

& wilsdausznaunisdou
- Certified Ethical Hacker (CEH) Foundation Guide usdlng Sagar Ajay Rahalkar
- Kali Linux Cook book islag Willie L. Pritchett wag David De Semet
- Learning Metasploit Exploitation and Development uidlng Aditya Balapure
- Hacking Web Application wsidalagl Joel Scambray waz Mike Shema
- Penetration Testing with Kali Linux w#slag Offensive Security
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