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N IST NIST Cybersecurity Framework for Insurance Business

InsurSec Protecting Insurance Consumers in a Digital Age

Executive

Cybersecurity is perhaps the most important topic for the insurance sector today. Insurers and
insurance producers must protect the highly sensitive consumer financial and health information
collected as part of the underwriting and claims processes. This Personally Identifiable Information
(Pll) is entrusted to the industry by the public. In February 2014, the National Institute of Standards
and Technology (NIST) released a framework for improving critical infrastructure cybersecurity.
The framework provides a structure of standards, guidelines and practices to aid organizations,
regulators and customers with critical infrastructures in effectively managing their cyber risks. This
5-day course is a great fit for anyone with an interest in or responsibility for the survival of the
insurers business. This includes CEO, ClO, C level personnel, compliance, legal, auditing, human

resources, etc.

Course Outline

Day Duration Instructor Outline

1 09:00-12:00 | A. Prinya Hom-Anek | - Cybersecurity Introduction and Overview
- Cybersecurity Concepts
- Top Ten Cybersecurity Trend

13:00-16:00 | A. Prinya Hom-Anek | - Introduction to NIST Cybersecurity Framework
1.0
- Framework Background
- Coordination of Framework Implementation
- Framework Core
- Introduction to NIST Cybersecurity Framework
1.0 (Continue)
- Framework Implementation Tiers

- Framework Profiles
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- Risk Considerations from COBIT and the CSF
- The Risk Function Perspective

- The Risk Management Perspective

2 09:00-12:00 | Mr. Chayut - Introduction to I1SO 31000 (Risk Management)
Singtonethumrongk | - Information Security Risk Management (ISRM)
ul - Concepts of information security risk

ranagement

- Terms and definitions of information security
risk management

- Structure of the ISRM standard

- Overview of the ISRM process
- Introduction to BCMS & 150 22301
- Business Impact Analysis (BIA) and Risk

Assessment
13:00 - Mr. Chayuth - How to develop IRP & BCP
16:00 Singtongthumrongk | - Incident response plan development (IRP)
ul concept

- Incident response plan development
Workshop
- Workshop 1 Develop the IRP based on the

cyber attack scenario

3 09:00 - Mr. Anan Sony - NIST Cybersecurity Framework 1.0:
12:00 Requirement
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- Identify

- Protection

13:00 -
16:00

Mr. Anan Sony

- NIST Cybersecurity Framework 1.0:
Requirement (Continue)

- Detect

- Respond

- Recover

9:00 - 12:00

Mr. Nipon Nachin

- Framework Implementation

- CSF Step 1: Prioritize and Scope

- CSF Step 2: Orient

- CSF Step 3: Create a Current Profile

- CSF Step 4: Conduct a Risk Assessment

- CSF Step 5: Create a Target Profile

- CSF Step 6: Determine, Analyze, and Prioritize
Gaps

- CSF Step 7: Implement Action Plan

15:00=
16:00

Mr. Nipon Nachin

- Framework Implementation (Continue)

- Introduce Framewaork Toolkits & Workshop 2
(Self-Assessment)
- Framework Implementation (Continue)

- Workshop 2 Presentation

9:00 - 12:00

Mr. Sun-tanarit

Prapassaraporn

- Introduction to Incident Response and
Handling

- Risk Assessment

- Incident Response and Handling Steps

- Handling Network Security Incident
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13:00 -
16:00

Mr. Sun-tanarit

Prapassaraporn

- Handling Malicious Code Incidents
- Handling Insider Threats
- Forensic Analysis and Incident Response

- Incident Reporting
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