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e Senior Security Analyst
e Operation Manager
¢ S0C Manager
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» [T Management Lavel
» Basic Knowledge of Cybersecurity
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» Need for a Security Operations Centre (SOC)
¢ Building 50C
o Components of an effective SOC
o Define SOC Goal }
o S0C Functions
o SOC Services
o S0C Architecture
o SOC Facilities

ACIS Professional Center Co, Ltd, All rights reserved. All conlenis of this form constitute the properly of
ACIS Professional Center Co. Ltd. and may not be copied, reproduced or distributed without prior written permission.



SOC (Security Operation Centre) Operation

o SOC GAP Analysis
o Sizing SOC
o Budgeting
o In-House SOC vs MSSP
e Risk Assessment & BIA Analysis
c ldentified Business Function and Critical Services
¢ Review Company Infrastructure
o ldentified Threats and Vulnerability
o Security Control Mapping and Log Source determination
Use Case Develcpment

o Identified Risk Scenarios

o Determine Log Sources

o Use Case Development and Log Correlations
o Deploy Use Case

SOC Technology and Infrastructure
Identified Log Sources
Log Analysis (SIEM) Technology
Design for Security Operation Centre (SOC) Infrastructure
Design for Security Operation Centre (SOC) Capacity
»  Event per Second
«  Bandwidth
= Logs Transmission
50C Roles and Responsibility

o o 0O 0

o Design Operation team and Structure
o SOC Organization Chart
o 50C Team Job Description

= SOC Manager

»  Security Analyst

» Tier 1
s Tier 2
= Tier3

*  Incident Response Team
o 50C's Team Competency
Security Analyst Skills and Certification
o Technical Skill sets
o Soft Skill

o Training Courses

o Useful Security Analyst Certification
o Good Knowledge for Security Analyst

Vulnerability Management
o Vulnerability Management
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o (V553 Scoring
o Incident Prioritization
= |mpact Analysis
» [ncident Severity
o Incident Categorization
s S0OC Operation Management
o Design resource for Daily Operation
& Shift Rotation
o Daily Checklist
o Design for SOC Prccedure

o Design KPI
o Design SLA
o Design OLA

s SOC Processes
o Building SOC Process & Procedure
o Design for Communication
o Design Workflow and Documentation
o Incident Management Process
¢ Deliverable
o Type of Report
= Incident Report
= Daily Report
= Monthly Report
o Design for SOC Report
» Introduction of Incident Management
o Incident Response vs. Incident Handling
o Incident Management Tools
+ Incident Handling Methodology
o Prepare
o Detect & Analysis
o Containment, Eradication, Recovery
o Post-Incident
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