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9:00 - 10:30 u.

INTRODUCTION TO WEB APPLICATION

- WEB APPLICATION BASIC LANGUAGE & ARCHITECTURE
- HTTP METHOD & HTTPS

- INTERCEPT PROXY

LAB#01 BURP SUITE**

10:30 - 10:40 w.

ANNISUTTENE 10 W

10:40 - 12:00 w.

RECONNAISSANCE

- PENETRATION TEST PROCESS

- SUBDOMAIN ENUMERATION

- VIRTUAL HOST ENUMERATION

- PORT SCANNING

- METADATA

- OSINT (Open-Source INTelligence)

LAB#02 GOOGLE HACKING As a hacker what will be your target (Do it by

yourself)

12:00 - 13:00 w.

NASUUITENIUDINITNA1IY

13:30 - 14:30 .

BASIC CRYPTOGRAPHY

- SSL AND TLS

- PUBLIC KEY INFRASTRUCTURE (PKI)
- CRYPTOGRAPHIC HASH FUNCTION

14:30 - 14:40 wu.

ANANSUTTENE 10 W

14:40 - 16:00 u.

ACCESS CONTROL

- WEB AUTHENTICATION METHODS
- ACCOUNT HARVESTING ATTACK

- PASSWORD ATTACKS

- SESSION ATTACKS
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9:00 - 10:30 u. OWASP TOP 10 2021
COMPONENTS & MITIGRATION
10:30 - 10:40 u. WNNITUTILY 10 U9
10:40 - 12:00 u. LAB#03 OWASP JUICESHOP
LAB#04 BROKEN ACCESS CONTROL
LAB#05 INJECTION
LAB#06 SECURITY MISCONFIGURATION
12:00 - 13:00 u. WNTUUTENMIUDINITNANIUY
13:30 - 14:30 u. BUSINESS LOGIC FLAWS & MITIGATION
- PREVENT BUSINESS LOGIC FLAWS
14:30 - 14:40 U. WNNITUTIENY 10 U
14:40 - 16:00 u. INTRODUCTION TO MOBILE APPLICATION

OWASP MOBILE TOP 10 2016 & MITIGRATION
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