Integrated Risk Management & Strategy

Evolution of risk management philosophy
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How do you view risk?

fruanagns

a =
msdszidiumay mstaaloma

IENALTIGEL PITGEY analainiveu

gilassn

Risks/Opportunities

* Distinguishing Risks and Opportunities
— Events = Positive/Negative Impact or “Both”

Positive = Strategy/Objective Setting

Negative = Mitigation and Response

Success Stories and Lessons Learned?




Process

OBJECTIVES

EVENTS

INHERENT

RISK

RESPONSES

RESIDUAL
RISK

What ?
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“Every enterprise must cope with factors that create uncertainty. ERM is a
comprehensive, systematic approach for helping all organization. Regardless
size or mission, to identify events, and measure, prioritize and respond to the
risk challenging the projects and initiative they undertake. ERM enable an

organization to determine what level of risk it can — or want to accept as it

seek to build shareholder value.”
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* Any issue which could impact your ability to
meet your objectives.
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*Risk Management Concept

Inherent

Risk

} Effective
Controls Controls controls
4\
Treatment
i Plan(s)
Rfiiséiual \ Desired level
Acce%tablle of residual
Rizsll(la risk or risk appetite

Cost & Benefit of controls must be considered {{:’,ﬁ}?
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Exhibit 3.5
Forming Risk Appetite
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Exceeding
Risk Appetite

Impact

Medium

Low

Low

Medium High

Y

Source : COSO ERRI"™™

13

* Portfolio View of Residual Risk
— Risk Map - Before Control Activities
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e Portfolio View of Residual Risk
— Risk Map - Residual Risk
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a Jd H
ﬂﬁ’)l,ﬂ’iwﬁﬂ’ﬂma'ﬂ\‘l - Risk Analysis

s ﬂqﬁ‘atﬂﬁ'qé‘fﬁﬂr)'??\“ﬁﬁ/ﬂ U?&?ﬂ@ﬂﬁ@ﬂ/
— msdszfiuannandas (Risk Assessment)
. mii:umwmﬁm (Risk Identification)
* nsfauarlszdfiuanuides (Risk measurement & evaluation)
* nsdmdnduasnsdes (Risk prioritization)

— msudmsanadas (Risk Management)
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msudmsnnudss - Risk Management

* Taking action to minimize risk (including
implementing internal control)

* NMIEMTANNIAEN A NM3FLEANNIREILAZAINIIAA AILIAN
PRI TAAINLAEN
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igsamsanuiedldeeals
How to manage risk

® NM9INITAELFINA YTANANTIN UTANIIAINU
Diversification

* MaENdinunsaniuANNIALN

Risk Sharing

® LHUFDIFTLANIALIYNNE 178 UNUYNIEY

Contingency planning
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ERM

* ERM provides the opportunity for
organizational leaders to achieve a robust and
holistic enterprise-wide view of potential
events that may affect the achievement of the
organization’s objectives.

Developing Effective Key Risk
Indicators

Linking Objectives to Strategies to Risks To KRI’s

nnnnnnn

Reduce

Mapping key risks to core strategic initiatives puts
management in a position to begin identifying the most
critical metrics that can serve as leading key risk
indicators to help them oversee the execution of core
strategic initiatives.

22
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Enterprise Risk Management

People

Process

Strategy

“A structured and disciplined approach that aligns strategy, processes,
people, technology, knowledge with the purpose of evaluating and

managing the uncertainties that enterprise faces as it creates value”

23

ERM: Along the Journey

Integrated
Risk

Strategy

Do you address all components
- Improve
of infrastructure when
Lo . - Enterprise
designing / implementing Continuously P
risk management capabilities? Improve Performance
Strategies,
Do you establish overall
Design / Processes and /]\
risk management goals and M
- : Implement casures Do you use risk
objectives and have in place y
Assess Risk Capabilities management to develop
an effective oversight structure? X R
X and Develop effective ways to improve
Establish X .
Strategies enterprise performance?
Goals,
Objectives /I\ Do you continuously assess
Common and Oversight | Do you have a uniform risk management capabilities
Language process for assessing and improve strategies,
business risks and processes and measure?

Do you have a common language
(risk policy, process, procedures
& limits) for business risks

and processes?

developing risk

management strategies?

Do you formulate risk
strategy enterprise-wide
as a source of competitive

advantage?

24
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Warning Signs of Ineffective Risk Management
® No linkage of risk to value

No effort to anticipate

No business risk policy

No risk management “owners”

Poor segregation of incompatible duties

No common risk language

No integrated risk assessment framework

Unmanaged “trust positions”

Too little, too late

Poor risk communications

More from less

Narrow focus

Fragmentation

Not a priority 25

Key Challenges To Implementing Risk Management

Oversight structure

Common language

Risk management infrastructure
Linked to corporate strategy
Resources and knowledge
Technology

Risk management culture

26
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The Three Lines of Defense Model

Governing Body / Board / Audit Committee
Senlor Management

Ist Line of Defense 2nd Line of Defense 3rd Line of Defense a_
8
ST 5
iy ]

T TS
[ Complimcs )

Adapted from ECIIA/FERMA Guidance on the 8th EU Company Law Directive, article 41

27

Three Lines of Defense

Lines of Defense  Responsibility Description

* Own and take risk in line with business

Budlizs SEEmris objectives, policies, regulations, standards

First Line of
Defense
ITr?ff:s?ﬁJggJyre * Promote strong culture and risk/return
SreTsen i « Establish risk management framework
qug’ ement * Analyze and report on aggregate risk
Second Line 9 + Ensure that all risks have a governor
of Defense
+ Establish and prioritize risk tolerances, policies
Risk Governors and standards
+ Monitor limits and exposures for specific risks
« Validate that the 1st and 2nd lines are
Third Line operating in line with policies, regulations,
of Defense Internal Audit SEfE SRS

¢ Independent assurance function
* Test effectiveness of risk management
processes

28
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Three Lines Operating Model

Operationa
Risk
Internal EnterPrise
Audit Compliancg

OPTION 1
¢ Accomplishes less

+ Litfle communication
and collaboration
Little sharing and
leveraging of
findings, projects,
and concerns

¢+ Clear boundaries

OPTION 2
Accomplishes less

Little communication
and collaboration

Duplicative and
inefficient work

Unclear boundaries

OPTION 3
Accomplishes more
Regular
communication
Shares and leverages
findings, concerns,
project results, and
analysis
Defined boundaries /
roles & responsibilities

29

Culture and Awareness of the
Value of Three Lines of Defense

Tone at the TOP

Lunch and Learns

Department Meetings

Committee Members

ERM Forum 1X Year

30
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Three lines of Defense Model.

A Strategic Solution

. . 3rd i f
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m (TJunszuIums (process)

a A

m |A5UBnEwan1nAH (effected by people)

y o d
Wunszuaumsilylumshiviuanagns (applied in strategy

setting)

° a wa o :’J d
m"llﬂ%’ﬂg]uﬂmmmﬂﬂs (applied across the enterprise)

A ¢ A a X 1 Y a ' g
!‘Wi’)i&"l,.!!‘Yiﬁ]ﬂ1im1’lﬂ1mﬂﬂ°]ﬁﬂﬂiﬁ!ﬂﬂwaﬂi&”ﬂ‘ﬂﬂﬂf’]ﬁﬂﬂi (to

identify potential events)
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(manage risk to be within its risk appetite)
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Questions & Discussions

kroojess@yahoo.com

dr.jessada@gmail.com

9/12/2016

18



